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Misinformation is a broad term that encapsulates a large and serious issue. The main

concern of the issue is the dangers of purposely misleading information spread through

information channels like social media. The potential for misinformation to cause people and

groups to act on false information has become an incredibly prevalent concern amongst the

public. In my opinion the best way to address the issue is to  change how social media platforms

promote content to their users.

Understanding the issue

In order to propose a solution to this issue, it is first important to understand the issue in

depth. For the sake of understanding the reasoning behind my proposed solution, it is important

to understand certain concepts that relate to the issue of misinformation.

Defining the problem

The term misinformation is used to describe any inaccurate information or claim that is

presented as the truth or in a way that can be mistaken as the truth by those that view said

information. The concern surrounding this issue is that the intentional promotion of false

information can negatively influence and manipulate people’s ideas and actions.

The issue of misinformation is one that can affect anyone. While there are definitely

many demographical and individual factors that may play into the likelihood that an individual is

susceptible to misinformation, these factors are too numerous and their effects not well

documented enough to be accurately analyzed in this paper. Furthermore, these disparities do not

change the effectiveness of  strategies by which the issue can be addressed.

A relevant example of the dangers misinformation can cause is the attack on the U.S.

Capitol building on January 6th. This event was heavily influenced by the disinformation that the

results of the 2020 election were intentionally incorrectly reported.
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Important distinctions

There are also some key distinctions that need to be illustrated in order to determine what

actually counts as misinformation and warrants action. A paper written by Dr.Ryan Calo and his

colleagues illustrates these key distinctions. The distinctions being between misinformation and

disinformation, speech and action, and belief and conviction.

Misinformation vs. disinformation

The main distinction between misinformation and disinformation is that misinformation

is erroneous in nature, while disinformation refers to the purposeful use and spread of false

information to influence and achieve a desired outcome. Both are still dangerous if left to spread

through information channels, but disinformation is intentionally manipulative when

misinformation is not (Calo et al, 2021).

Speech vs. action

Speech and action is an important distinction that relates especially to misinformation on

the internet. Free speech is protected as a fundamental right, but actions can be prosecuted.

Where this comes into play on the internet is the discussion of whether or not deceptive speech is

connected to harmful actions. There is also a disagreement on whether or not internet platforms

should be allowed to police speech or follow the government's restrictions on limiting instances

of free speech (Calo et al, 2021).

Mistaken belief vs. conviction

Mistaken beliefs and convictions are also important to distinguish when discussing

misinformation. Mistaken beliefs can often be informed by incomplete information or as a result

of misinformation itself. While this does spread misinformation, mistaken beliefs are considered

to be malleable and correctable. Convictions on the other hand are rigid ideas that are not swayed
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by the introduction of new information. Convictions are more concerning because they often

cannot be changed (Calo et al, 2021).

Added context from social psychology

There are many reasons as to why misinformation is such a prevalent issue in today’s

society. One of these reasons is the nature of persuasion. Whether or not a source is perceived as

credible greatly affects if people will trust and believe its claims. Misinformation is greatly aided

by sources building a perception of authority and gaining trust of its audience. Credibility is

often established peripherally. How attractive the communicator of a message is, how they dress

and how they speak can all influence if someone assumes their credibility and trusts what the say

without skepticism (Greenburg et al, 2021).

The way groups form and make decisions also has a lot to do with the spread of

misinformation. Group decision making can be effectively positive or negative. Group decision

making can also lean toward being a more polarized view of the individuals within the group.

There is also a phenomenon called the persuasive argument theory. This is the tendency for

people to conform to the viewpoint of a group based on the perception that trusted members of

the group have more information to base their convictions on. This theory also explains how

groups reinforce the viewpoint they already preferred through deliberation, resulting in a more

extreme group position (Greenburg et al, 2021).

Another aspect that plays into the spread of misinformation is conformity. In order to

protect our positions within groups and promote group cohesiveness, we naturally alter our

personal beliefs and behaviors to match those of the group. Whether this conformity is

normative, which is conformity with the goal of being liked, or informationally influenced the

outcome is the same. Conformity to groups can help misinformation along as individuals engage
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in public compliance and private acceptance of a false message or information (Greenburg et al,

2021).

Addressing the issue

There are many ways that misinformation, and the spread of it can be addressed, some of

which are already being used. There are also disagreements on the role social media platforms

play in stopping the spread of disinformation, how much control they should have, and how

concepts like free speech come into play.

Current strategies

Through section 230 if the communication decency act. Social media platforms are given

the ability to operate and police their platforms in any way they see fit. Leading to some

interesting ways in which platforms address misinformation.

One method to combat misinformation is the labeling of potentially misleading content.

Instagram is one platform that has used this strategy to discourage the belief of misinformation

by labeling it as such (Instagram, 2019). Another, more drastic strategy that has become very

popular is removing posts and deplatforming any users that spread or create misinformation

(Facebook, 2021). Most platforms have this as a last straw, but what constitutes the necessity for

it is up to the platforms individually.

A common issue taken with these strategies is that the systems put in place to enforce

them are not always accurate. With the vast size of the internet and the amount of users, it is

almost impossible to catch every instance of misinformation. Because of this, platforms have

begun to take less time on every case, opting to shoot first and ask questions later.

A strategy that is used in an attempt to assist with the vast size of information is user

reporting. Many platforms allow users to report potential misinformation, aiding in the policing
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effort. An issue taken with the user reporting strategy is that the motives and accuracy of user

reporting can not always be trusted.

Proposed solution

I feel that I must preface my solution with a disclaimer. The disclaimer being  that this is

less a complete solution and more of a small change that would solve some issues and improve

the effectiveness of current strategies. For the most part I think current strategies are working the

best they can given the legal and ethical constraints they exist in, and at most they only need to

be refined to maximize their effectiveness.

The solution I propose to address the issue of misinformation on the internet is to change

the way algorithms on social media promote content to its users. This change would switch from

purely promoting similar content to promoting wider ranges of content on specific topics.

Although a very small change, I believe that over time this could help reduce the spread and

prevalence of misinformation.

The way most social media content algorithms currently work is by identifying similar

content and users which they then group together and promote to each other. Normally this

should not affect much as its goal is to curate content that appeals best to user groups. However,

it also creates groups of like minded individuals, groups that can be targeted and influenced

easier than individuals.

This would begin to promote multiple viewpoints to different groups of people, breaking

up their extreme positions and influencing them to become more informed on topics. It would

also help to cancel out the perceived validity that a lot of sources responsible for disinformation

rely on to persuade their audiences. A third benefit is it would make fact checking and user
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reporting more effective. The increase of varied viewpoints being exposed to other content

would allow for more people to catch and address cases of disinformation and mistaken beliefs.

Other viewpoints

It is very likely that many would consider my solution to not be drastic enough to prove

effective. Some think that a change in internet policy or an increase in the prominence of

policing on social media is the key to eliminating misinformation. The problem with these types

of solutions is they may be polarizing enough to make the situation worse.

It is completely possible that creating a system that becomes too controlling, or is at least

perceived to do so, would entice certain users to leave current platforms and create their own.

This would make it a lot harder to address misinformation at all due to the separation of groups

among smaller sections of the internet. It would also be easier for disinformation to spread

through new channels if they decide to prioritize free speech in its purest form. Making sure to

keep users centralized and interconnected is much more ideal to solving this issue.

Conclusion

Misinformation will always be a prevalent issue when it comes to online communication,

and communication in general. Fixing the issue entirely is  seemingly impossible. However,

addressing the way content is moved through social platforms is a small change that can have

widespread effects. It is the small changes that I believe will best address and resolve the issues

surrounding misinformation on the internet.
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